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Overview of Biometrics

Biometrics Technology

Application Field and Challenges of 
Biometrics Authentication Technology

Points for Implementing and Operating 
Biometrics Systems

Conclusion
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Increasing of E-Commerce Trade

Importance of Personal Identification
* What you know – Ex.) password
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* What you have  – Ex.) ID card
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* What you are – Ex.) Biometrics identification
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Biometrics is a method of authentication based on 
measurement of biologic characteristics of the user . 
Biologic characteristics are generically called 
“Biologic Information.”

Misunderstandings:
A) Biometric Authentication is an ultimate 

authentication method and perfectly secure.
B) Biometric Authentication is not as secure as it 

seems to be, since biologic information can be 
forged and compromised.
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Biometrics Authentication: ���������	
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Advantages:
1. Provide convenient identity verification methods.
2. Decrease the likelihood of theft or loss of 

sensitive information for user authentication.
3. Allow system providers to adjust the level of 

security and availability based on the purpose of 
use of their systems.
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Fingerprint

Voice

IrisVein

Face

Signature
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(1)Authentication accuracy
Balance between 
False Rejection Rate (FRR: usability) 
False Acceptance Rate (FAR: security)
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FRR(%)

FAR(%)

Security-Oriented

Convenience-Oriented
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(2) Counterfeiting
- Difficulty in making a copy
- Difficulty in acquiring other persons’ biometrics 

samples
(3) Vulnerability of Information Pass

Any path between the processes for biometric 
authentication. 

(4) Potential Vulnerability in biometrics
- It is hard to keep biometric information confidential.
- Biologic characteristics can’t be changed.
- Biologic information is personal information.
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Promotion of using biometric authentication 
mechanisms as an option to ensure secure 
e-commerce:

Since biometric authentication does not 
require users to hold a special knowledge, 
memorize information or posses cards 
containing identity, it can be used for 
various purposes.
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To promote a secure use of biometric 
authentication systems:

Security awareness training should be 
given to users so as not to use them in an 
inappropriate manner.

Tools that provide them with adequate 
information should also be developed.
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